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Bandwidth allocation 

This invention relates to the allocation of bandwidth to users of a 
telecommunications network, in particular for providing access to a distributed 
5 network such as the 'Internet". 

With the introduction of broadband connectivity to an increasing number of 
end users, bandwidth was initially treated as an inexhaustible commodity.. Users 
typically paid a fixed price for connectivity, with no restrictions on usage. The rapid 
development of "bandwidth-hungry" applications (and more particularly peer to peer 
10 file sharing) has subsequently led to resource management problems, and impairment 
of quality of service, experienced either as. a reduction in speed, or failure of some 
connections altogether. Maintenance of quality of service is proving increasingly 
difficult in the face of the demands of too many subscribers consuming too much 
bandwidth for the current economically viable contention ratios. The contention ratio 
15 is the ratio b max N tot / B between the total bandwidth that would be required for all N tot 
users to use the maximum capability b max of their connection, and the total bandwidth 
B that can be carried by. the system. Note that most users, most of the time, are 
using far less than the maximum capability. A typical contention ratio lies between 
values of 20 and 50, consistent with the average user making use of only between 
20 2% and .5% of the full capacity b max whilst on line. 

In this specification the term N tot is used for the number of users to whom 
the service is potentially available, whether currently on line or not, and "N" will be 
used for the number of users currently on line. Contention rations are conventionally 
calculated on the former figure. 
25 The main problem faced by Internet service providers (ISP) is one example of 

a well documented problem that has been studied for several decades under the 
name "Tragedy of the Commons" (see e.g. the original 1968 paper by G. Hardin in 
"Science", 1 62{1968):1 243-1 248. In short, it considers an exploitation model 
whereby the benefits of increasing consumption of a shared resource accrue only to 
30 . the user, but the negative effects in terms of its progressive depletion as a 
consequence of such consumption are evenly distributed amongst all the sharers of 
the resource. Such a model is shown to be intrinsically unstable and ultimately self- 
defeating, except in the special case where the shared resource is inexhaustible, in 
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which case there is no depletion of the resource. Unfortunately, there have been 
many situations where this special case has been assumed to apply, with the result 
that unlimited access to a resource has been permitted on the basis that the impact 
of exploitation appeared to be so small that it could be considered negligible. 
5 Problems are then encountered if the scale of utilisation then increases to a point 
where the effect* is no longer negligible. This is precisely what happened with 
broadband. With no limitations on usage, new applications of the internet have been 
developed that require the downloading of huge amounts of data. This increase in 
traffic per user will result in reductions in quality of service unless contention ratios 

10 can be reduced. However, on the contrary, the number of users on line at any one 
time has increased, increasing the effective contention ratio b m8x N/B, (where N is the 
number of users currently on line) . Before home users started to sign up "en 
masse", which of course was the objective, the capacity of the network appeared 
infinite compared to the impact the individual users would have in terms of. 

15 bandwidth consumption. As a result, Internet Service Providers (ISPs) based their 
promotion campaigns on the idea that they could in all impunity promise unfettered 
access to all would-be customers. Broadband enthusiasts simply started enjoying the 
comfort of being "online" 24 hours a day, 7 days a week. This increase in 
demand is approaching the point where the use of network resources has now 

20 become anything but negligible and led to significant reductions in quality of service, 
as the finite capacity of the underlying communications network starts to be 
approached. 

In short, overexploitation by an individual user produces benefits only to that 
user, while the adverse consequences . of such overexploitation, such as low 
25 connection speed, are experienced over the entire customer base. Extravagant use is 
rewarded and moderation is not, leaving all subscribers with the choice of ceasing to 
use a service that doesn't fulfil its promises, or increase their share of the rapidly, 
shrinking broadband resource by becoming compulsive bandwidth consumers 
themselves. 

30 Individual ISPs have addressed this problem in several different ways. Some 

have introduced a limit to the service provided, by imposing a limit on usage in a 
given period, combined with a variety of pay-per-use schemes for users who wish to 
exceed that limit. These are effectively breaking their initial promise of unrestricted 
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access (originally the backbone of the publicity with which they attracted the 
subscribers in the first place), thereby risking alienation of their customer base. Other 
ISPs have allowed the quality of service to fall, resulting in slow or failed 
connections, again alienating their customers. Other ISPs, choosing to honour their 
5 pledge of "unlimited access", are forced to install more network capacity to maintain 
tolerable quality of service overall. Such an approach may not be commercially viable, 
and may in any case achieve no obvious benefit, as the extra bandwidth will be 
rapidly drained by the same heavy users who caused the problem in the first place. 
Moreover, since these services are generally paid for by a subscription, the cost of 

10 any increase in network capacity can only be funded by attracting more users, not by 
encouraging additional usage by existing customers. Of course, this is a simplified 
view and most ISPs are actually combining these strategies in an uphill struggle to 
escape the trap they laid down for themselves. 

Any practical solution has to involve controlling resource consumption by 

15 individual subscribers, by introducing changes in the service that would not be 
perceived by the majority of end users as a loss of the unrestricted access and 
excellent quality of service they currently enjoy for a fixed monthly fee. Therefore, a. 
solution to overloading of capacity which impinges more on heavy users than on light 
ones is sought. This requires a reliable method of reducing the connection speed of 

20 the high bandwidth users who are causing the problem, whilst not penalising the 
moderate user. 

It has been proposed to prioritise traffic, by penalising some bandwidth- 
hungry application types. However, this requires the network to be capable of 
identifying such applications, and would necessarily have to be reactive as ingenious 

25 heavy users devise new applications to circumvent any such restrictions. Another 
proposal is to throttle effective connection speed on the basis of current network 
state (normal/congested), thereby rationing bandwidth at times of high demand and 
encouraging users to choose off peak times to access the internet. 

Yet another proposal is to accord individual "privileges", such as a standard 

30 class and a premium class of membership. However, it is not possible, even if it were 
desirable, to discriminate between a "good" and a "bad" subscriber at the time when 
they sign up for the service. Indeed, a "moderate" customer may become a "heavy 
user" as he discovers the potential of the service, or may change usage patterns over 
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time as interests change, or as the people who have access to the service come and 
go. For example, in a domestic situation, the subscription may see heavy use only 
when a particular family member with a liking for downloading popular music video's 
is visiting. Similarly, seasonal fluctuations in usage may be experienced by a 
5 subscription that is used for streaming coverage of sporting events, as there will be 
less usage during the close season. 

United States patent 6473793 (Dillon) suggests the use of dynamic 
allocation of bandwidth by limiting or "throttling" the bandwidth available to users 
with a history of heavy usage. Whilst this has the effect of constraining the heavy 
10 users, it does not make optimal use of the available resources. 

The present invention addresses this by providing a method of controlling 
access to a communications resource in which the maximum capacity made available 
to each of a plurality of users bears an inverse relationship to the usage of the 
resource made by that user over a previous period, relative to the usage made by the 
1 5 other users 

Preferably the method comprises the steps of 

measuring the usage of the resource made by each user over a 
predetermined period, 

ranking the users according to the measured usage 
20 - restricting the availability of resource to each user by allocating a 

restriction factor to each user according to that user's ranking 
The user's maximum connection speed is reduced to a value determined by 
the restriction factor. In a preferred embodiment, the ratio between the restriction 
factors allocated to adjacently ranked users is constant over all users. Provided that 
25 the maximum available to any given user is less than the total bandwidth the 
restriction factor allocated to the user having made the least usage over the previous 
period is preferably unity, so that user experiences no impairment. 
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The invention extends to an apparatus for controlling access to a 
communications resource having means for performing the operations specified 
above. This may be embodied in any suitable part of the network in which access 
may be controlled, such as at in the modem associated with the internet service 
5 provider's server, or at some intermediate point in the network. 

The invention therefore computes priorities between the current users, 
instead of comparing individual usage to a predetermined allowance or an agreed limit 
on the transfer rate. It takes into account users' longer-term histories, but also 
spontaneously adjusts not only to unpredictable fluctuations in traffic demand but 
10 also to changes in network characteristics, such as modification to the contention 
ratio as capacity varies). This solution is intrinsically more adaptive than the prior art 
proposals. 

The invention therefore allows the allocation of priorities to subscribers in 
real time, as a function of their individual histories of bandwidth consumption, and of 
15 the current overall demand. As a result the interests of ISPs and broadband users can 
be reconciled by tuning individual connection speed so as to encourage desirable 
behaviour while simultaneously taking into account changing network load. In other 
words, quality of service is used as a commodity, which can be distributed as a 
reward. Users would accept that a reduction in quality of service can be attributable 
20 to general overload: the key exception with this invention is that that such a 
reduction would not be homogeneously distributed, but the heaviest users would 
suffer more for the consequences of that heavy use. 

An embodiment of the invention will now be described, by way of example, 
with reference to the drawings, in which 
25 Figure 1 is a schematic diagram illustrating the access network connecting 

users to the internet 

Figure 2 is a schematic diagram showing the functional elements that co- 
operate in the embodiment, 

Figure 3 is a flow chart showing the principal steps of the operation of the 
30 embodiment: 

Figures 4 to 9 show the results of a simulation of the use of the invention, 
and comparative results for a prior art system. More specifically: 

Figure 4 shows, a distribution of broadband usage used in the simulation. 
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Figure 5 shows the variation in usage between "peak" and "off-peak" time. 
Figure 6 shows a Frequency distribution of users as a function of how much 
capacity they require and obtain, in a prior art system, 

Figure 7 shows a correlation between requested capacity and overall 
satisfaction index in the prior art system,. 

Figure 8 shows the correlation between requested capacity and overall 
satisfaction in a system according to the invention. 

Figure 9 shows a Frequency distribution of subscribers as a function of their 
satisfaction index, for both the prior art system and the. system according to the 
invention. 

Figure 1 illustrates in schematic form the access network connecting users 
14, 15, 16,-17, 18, 19 to the internet 10. Users are generally connected by a 
switching system 12, 13 of some kind to a server 1 1 which processes data and data 
15 requests transmitted by the users and receives data intended for the users for 
forwarding to them. The connections between the users 14, 15, 16, 17, 18, 19 and 
the switching systems 12, 13 may be by any suitable means, such as dedicated data 
links, telephone circuits, packet switching systems and the like, the nature of which 
may limit the speed at which data can be transferred. The capacity of the switching 
20 system itself 12, 13, the server 1 1, and any communications links between them, is 
shared between a group of users, and in general is greater than any one user is likely 
to require but less than the total that would be required if all users were to attempt 
to access the server 1 1 simultaneously at maximum bandwidth. 

Figure 2 is a schematic diagram showing the functional elements that 
25 combine to perform the invention. These elements are typically embodied in software 
running on a computer in the server 1 1 as shown, or in the exchange 1 2,13, or some 
other point where capacity is limited. It would be possible to run the process 
according to the invention in tandem, at more than one point 11, 1 2 in the network, 
if capacity constraints exhibit themselves at more than one point in the network, For 
30 example, the aggregate values of maximum bandwidth available to the switches 1 2, 
13, may be greater than the bandwidth available to the server 11. In such a case 
both switches may still be offering more traffic to the server 1 1 than it can handle, 
despite rationing bandwidth according to their own constraints. 



5 
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The main functionality 20 of the server 1 1 is accessed through a series of 
modems 21,22,23, each interfacing with an individual user terminal such as 14, 16, 
18 (Figure 1). These modems are not necessarily permanently dedicated to individual 
terminals, but are allocated as and when such a terminal is in use. The speed of 
5 operation of each modem 21, 22, 23 is controlled by a bandwidth control unit 24. 

A store 25 is provided for recording the amount of bandwidth each user has 
consumed over a predetermined measurement period. The identities of those users 
currently connected, are stored in a register 26, where they are sorted according to 
the usage data retrieved from the store 25. A processing unit 27 is provided, which 
10 has access to the stored data and provides data to operate the bandwidth control 
unit 24. 

The operation of this embodiment will now be described with reference to 
Figure 3. Subscribers to the service are allocated to groups that are collectively 
allocated a given amount of bandwidth. The group could be defined as including all 
1 5 subscribers to a given service, but more typically they would be a subset defined by 
a resource they all share, typically an element of the network such as a cable or a 
server. Figures 2 and 3 show the operation of the embodiment for the members of 
one such group. 

The server 20 identifies all users in the defined group who are online at, any 
20 given time and stores their identities in the register 26 (step 30). The register 
retrieves the usage data for these users from the store 25 (step 31) and attributes 
each user a priority (step 32) on the basis of that data. In the present embodiment 
this priority is based on a simple inverse function of the amount of bandwidth that 
they have consumed over a given period, selected to be sufficiently short to respond 
25 promptly to changes in behaviour without reacting to every individual download. The 
period used in the simulations discussed below was 24 hours. 

The users are ranked in order of priority (step 32), and each is allocated a 
priority index 7, the highest priority, allocated to the user with the lowest usage 
record, being zero. 

30 A value a is then determined by the processor 27 (step 33). This is a value in 

the range 0 < a <> 1 , which is a function of the number of active users N, the 
bandwidth b max to be made available to the highest priority user, and the total 
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bandwidth B available to the group, and is selected such that: B = ^b t , where bj= a 1 

b m ax . This can be done using a binary search to find a value for a (always comprised 
between zero and one) for which the sum over all values b| = a b^ does not exceed the 
available capacity B. In normal circumstances the value b max is fixed. The value B 
5 depends on the current capacity of the network, which may vary with temporary or 
permanent changes to the network infrastructure, but may be taken as fixed for 
present purposes. 

Each active connection is allocated a given share b, = of the total 

bandwidth B available to the group (step 34), and the respective modem 21, 22, 23 

10 through which the user is connected is controlled to limit its operating speed to the 
allocated bandwidth b, (step 35). 

It can be seen that, across the entire population at any given time, the ratio 
between the bandwidths -b, t b 1+1 made available to any pair of users having adjacent 
rankings £ /+ 1 is therefore b M lb t = a /+1 6 max /a'^ = a f which depends only on the 

1 5 number of group members online N. 

It will also be noted that, since a 0 = 1 for any value of a, the user who is 
awarded the highest priority (index /=0) always experiences the fastest possible 
connection speed: that is to say b 0 = b maXf If, at very quiet times, the contention ratio 
falls to less than unity (i.e. Nb max < B ), the value a takes its maximum value of 1, so 

20 all values of b, = 1 1 b max = b max , and all users currently on line can be allocated the 
maximum bandwidth Zw. 

This combination of rules adapts individual connection speeds so as to find a 
suitable balance between the will to reward moderate users and the necessity to take 
into account variations in the overall demand (proportional to TV). Indeed, in this 

25 model, the impact of overexploitation is absorbed by those group members who are 
responsible for it, simply through the reduction of their priority. In effect, everybody 
could still pay a fixed monthly fee, but the effects of overload would be 
heterogeneously distributed, with major bandwidth consumers forced to give way to 
"moderate" users when the latter choose to go online. 

30 This solution bypasses the "pay-per-use" pricing scheme completely and 

simultaneously offers a way of protecting ISPs' interests by eliminating the need for 
buying increasingly more bandwidth to keep up with the demand. It allows for much 
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finer network capacity management without the need for major, probably PR- 
damaging changes to the broadband offering. 

A series of simulated experiments have been performed in order to test the 
model and obtain quantitative data about how applying it would affect network 
5 operations. Special emphasis was put oh measuring the QoS experienced by the end 
user and evaluating how it would translate into positive/negative changes to a global 
"satisfaction index". Results are compared to the situation that would arise from an 
identical load if not using dynamic priorities (i.e. homogeneous distribution of 
congestion effects). 

10 Even though the simulation is based on a simplified scenario that falls a long 

way short of taking into account the complexity of activity patterns, several details 
have been included so as to increase overall realism. At present, every 24h cycle is 
divided into "peak" and "off-peak" time. As the objective is to model home usage, 
the period running from 00:00 to 16:00 is considered "off-peak", with the maximum 

15 load being expected between 16:00 and midnight. Every user is attributed a fixed 
probability of drawing upon the shared bandwidth (i.e. attempting to download) 
during "peak" and "off-peak" period. Each probability is pseudo-randomly generated 
so as to produce a plausible continuous distribution of profiles, from the occasional 
user to the compulsive bandwidth consumer whose connection is in a permanent 

20 "download state". Figure 4 shows the frequency distribution of simulated subscribers 
as a function of their probability to be engaged in an activity generating heavy traffic, 
respectively at "peak" and "off-peak" times. The model currently assumes a low 
contention ratio of 10:1, meaning that up to 10% of all users can be using their 
connection at maximum speed simultaneously before congestion problems arise. This 

25 generous hypothesis (real contention ratios are typically between 20 and 50:1) is 
counterbalanced by the fact that average network usage is also unusually high. 
Indeed, parameter values result in an average "46% of all subscribers attempting to 
download simultaneously at "peak" time and "22% "off-peak" (see Figuse 5). This 
"double exaggeration" is intentional and is meant to anticipate the future situation 

30 where high-speed connections have become so ubiquitous that applications like video 
streaming are commonly used in everyday home activities. However, it does not 
reduce the applicability of the model to other, more contemporary scenarios, provided 
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that an increase of the contention ratio is accompanied by a decrease in average 
usage. 

Every day is divided into 288 periods of 5 min each, which means that, to be 
consistent with simulation results, any practical implementation would require 
5 priorities (and the resulting connection speed) to be updated at the same rate. The 
user's "satisfaction index" is defined as the ratio between effective and expected 
QoS, averaged over one daily cycle. Basically, if every time that user # is attempting 
to download, connection speed is maximum (£///w = 1 )# his/her overall satisfaction 
index is 1 . It is important to understand that this measurement does take into 
10 account the fact that the speed of the connection during periods when the subscriber 
is not actively using it are not included in the calculation. For example, high "off- 
peak" QoS is only perceived by those users who are also actually downloading "off- 
peak", so it should only increase the satisfaction index of the corresponding sub-set 
of the population. 

1 5 The very low variability shown in Figure 5 (in which the error bars indicate 

the standard deviation) comes from the small size of the simulated population (1000 
users) and from the crude modelling of daily fluctuations (sharp transition between 
"peak" and "off-peak"). 

From figure 5, it is apparent that even during the "off-peak" period, the demand is 
20 about double the offer (~22% users are attempting to download, for a contention 
ratio of 10:1). So it is clearly impossible to satisfy all users if they expect their 
connection to operate at maximum speed, especially considering that the population 
engaged in some kind of bandwidth-consuming activity more than doubles at "peak" 
time (for the chosen parameter values). The result is that there is an incompressible 
25 difference in total between the needed/requested and available/attributable capacity, 
which in turn means that customers necessarily obtain less bandwidth than they have 
requested (see Figure 6). 

Figures 6 and 7 illustrate the frequency distribution of users as a function of 
how much capacity they require and effectively obtain over a 24h period (Figure 6) 
30 and correlation between requested capacity and overall satisfaction index (average 
QoS experienced over 24h, Figure 7). Simulation assumes equal distribution of 
saturation effects over all users online simultaneously (no priorities). 
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The real problem however is that, as long as dynamic priorities are not 
applied, overexploitation affects all users who are simultaneously drawing upon the 
resource in exactly the same way, independently of their history or profile. The 
unwelcome consequence is that more demanding users ultimately experience better 
5 QoS (higher satisfaction index) than the "moderate" bandwidth consumers. This is 
simply because the "hungry" subscribers benefit the most from the relatively low 
"off-peak" congestion levels: indeed, they are the ones who are downloading data 24 
hours a day. On the contrary, the occasional user who manually navigates the web 
and uses video conferencing to make a few phone calls is typically using the service 

10 at "peak" time, when the network is also being used by other "moderate" 
consumers, as well as the heavy "always on" users. This generates the entirely 
wrong correlation between usage and satisfaction index from the ISP's point of view, 
with the most desirable customers having the worst experience and vice versa (see 
Figure 7). In short: everybody suffers all the time, but "good" broadband subscribers 

1 5 more than others. 

The problem is even worse if the distribution of user profiles is such that the 
majority belongs to the "moderate" kind (which is usually the case, even though the 
implacable logic of the "Tragedy of the Commons" makes it an intrinsically unstable, 
and therefore temporary, situation). Then not only are the compulsive bandwidth 

20 consumers the most satisfied (and the least likely to leave or refrain themselves), 
they are also a minority. Clearly, in a fixed pricing model, this cannot fail to be fatal 
to the provider, who involuntarily sacrifices the interest of the majority of its 
customers for the sole benefit of improving the experience of a small number of 
abusive users. 

25 If using dynamic relative priorities, (calculated on the basis of the rank and 

equations described above), everything changes completely. Of course, since the 
offer and demand remain the same, it is still impossible to keep everybody happy all 
the time. However, by distributing QoS as a reward for good behaviour, ISPs can 
effectively guarantee that the "moderate" users* have a more positive experience than 

30 their "hungry" relatives: the correlation between usage and satisfaction index is 
reversed, as shown on Figure 8, which shows the correlation between requested 
capacity and overall satisfaction index when dynamic priorities are used to tie 
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individual connection speed to the user's history (total effective bandwidth 
consumption), as recorded over the last 24 hours. 

Even better, the average satisfaction index is also increased from "0.31 to 
"0.44, as can be inferred from comparing the frequency distributions shown on 
5 Figure 9, which shows the frequency distribution of subscribers as a function of their 
satisfaction index, for both scenarios. The ''flatter" profile when applying the dynamic 
priorities model results from the strong inverse correlation between usage and 
average satisfaction. This may appear paradoxical considering that the amount of 
resources is the same as in the previous scenario, and so too is the overall demand. It 

10 is easily understood though if remembering that the heavy bandwidth consumers are 
a minority, while taking into account the fact that, as far as average satisfaction is 
concerned, all customers have the same weight (every subscriber is worth 1 point). 
So by indirectly penalising the download maniac in favour of the "moderate" user, 
ISPs would actually generate more happy than unhappy customers. In short, 

15 simulation results demonstrate that QoS can be increased, "network friendly" users 
encouraged and compulsive bandwidth consumers neutralised without the pain of 
switching to a pay-per-use pricing model. 

Finally it should be emphasised that in no way is the "hungry" user explicitly 
or permanently discriminated against and that the dynamic priorities model described 

20 here has no long-term memory. Nothing prevents a subscriber wishing to download 
large amounts of data from doing so during "off-peak" periods. Indeed, his/her 
connection speed is not irreversibly reduced and priority is only relative: when 
"moderate" users are not using the service, even the most bandwidth-consuming 
customer can experience excellent QoS. The user is only prevented from being a 

25 nuisance to other subscribers and a change in habits will be rewarded by an improved 
ranking within the timescale over which usage history is recorded: 24 hours in the 
examples given above. 
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CLAIMS 

1 . A method of controlling access to a communications resource in which the 
maximum capacity made available to each of a plurality of users bears an inverse 

5 relationship to the usage of the resource made by that user over a previous period, 
relative to the usage made by the other users 

2. A method according to claim 1 , comprising the steps of 

measuring the usage of the resource made by each user over a 
. 10 predetermined period, 

- * ranking the users according to the measured usage 

restricting the availability of resource to each user by applying a 
restriction factor to each user according to that user's ranking 

15 3. A method according to claim 2, in which the restriction factors allocated to 
adjacently ranked users differ by a ratio which is constant over all users. 

4. A method according to claim 2 or claim 3, in which the restriction factor 
allocated to the user having made the least usage over the previous period is unity. 

20 

5. Apparatus for controlling access to a communications resource having means 
for allocating capacity to each of a plurality of users in inverse relationship to the 
usage of the resource made by that user over a previous period, relative to the usage 
made by the other users. 

25 

6. Apparatus according to claim 5, having measuring means for the usage of 
the resource made by each user over a predetermined period, 

sorting means for ranking the users according to the measured usage 
calculation means for calculating a restriction factor for each user according 
30 to that user's ranking 

and access control means for making the resource available to each user to 
an extent determined by the restriction factor 



14 

7. Apparatus according to claim 5 or claim 6, associated with a modem 
associated with a server controlling access to the internet 

8. Apparatus according to claim 5 or claim 6, associated with a switching 
system for controlling access to an Internet service provider. 



ABSTRACT 



BANDWIDTH ALLOCATION 



Access to a communications resource is controlled by limiting the maximum capacity 
made available to each of a plurality of users, by ranking the users according to their 
usage of the resource over a previous period, and restricting the availability of 
resource to each user by a restriction factor allocated to each user according to that 
user's ranking such that the greatest availability is allocated to the historically lightest 
users, thereby discouraging continuous heavy use of the resource whilst having little 
effect on the moderate user. 
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